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1 Getting Started
You can use ePolicy Orchestrator® 3.5 or later to centrally manage and enforce 
VirusScan Enterprise 8.5i policies, then review detection reports and queries. 

This guide describes how to place VirusScan Enterprise under ePolicy Orchestrator 
management, configure policies and tasks, and where to find detection information. 
For additional information about using VirusScan Enterprise or ePolicy Orchestrator, 
refer to each product’s documentation.

We assume that you have installed ePolicy Orchestrator 3.5 or later and have the 
necessary privileges to perform the steps described in this guide. 

This section describes: 

Using this guide.

Placing VirusScan Enterprise under management on page 8.

Using this guide
When using this guide, consider the audience and guide conventions.

Audience
This information is intended primarily for two audiences:

Network administrators who are responsible for their company’s security program.

Users who are responsible for updating detection definition (DAT) files on their 
workstations, or configuring the software’s detection options.
6
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Conventions
This guide uses the following conventions:

Bold 
Condensed 

All words from the interface, including options, menus, buttons, and dialog 
box names. 

Example:

Type the User name and Password of the appropriate account.

Courier The path of a folder or program; text that represents something the user 
types exactly (for example, a command at the system prompt).

Examples:

The default location for the program is: 
C:\Program Files\McAfee\EPO\3.5.0

Run this command on the client computer:
scan --help 

Italic For emphasis or when introducing a new term; for names of product 
documentation and topics (headings) within the material.

Example: 
Refer to the VirusScan Enterprise Product Guide for more information.

Blue A web address (URL) and/or a live link.

Example: 
Visit the McAfee web site at:

http://www.mcafee.com 

<TERM> Angle brackets enclose a generic term.

Example: 
In the console tree, right-click <SERVER>.

Note

Note: Supplemental information; for example, another method of 
executing the same command.

Tip

Tip: Suggestions for best practices and recommendations from McAfee for 
threat prevention, performance and efficiency.

Caution

Caution: Important advice to protect your computer system, enterprise, 
software installation, or data.
7

http://www.mcafee.com


VirusScan® Enterprise software version 8.5i Configuration Guide Getting Started
Placing VirusScan Enterprise under management

1

Placing VirusScan Enterprise under management
These VirusScan Enterprise 8.5i files are used with ePolicy Orchestrator:

VSE850.NAP — The policies file.

VSE850REPORTS.NAP — The extended reports file. 

PKGCATALOG.Z — The product package file.

PKGCATALOG.Z — The online Help package file.

EPOPOLICYMIGRATION.EXE — The preserve settings executable file.

These files are included in the VirusScan Enterprise 8.5i product package. The product 
package includes two compressed (.ZIP) files and other product files:

The product build package .ZIP file contains the product installation files, the two 
.NAP files, the product package file, and the preserve settings executable file.

The help package .ZIP file contains the online Help package file and the localized 
Help files. 

This section describes:

Adding policies on page 9.

Adding new reports on page 9.

Adding the product package file on page 10.

Preserving settings during product upgrade on page 10.

Adding the help package file on page 11.
8
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Adding policies
The VSE850.NAP file contains the VirusScan Enterprise 8.5i policy pages.

1 From the ePolicy Orchestrator console, select Repository, then select Check in NAP in 
the details pane.

2 Select Add new software to be managed, then click Next.

3 From the Select a Software Package dialog box, locate the VSE850.NAP file, then select 
it and click Open.

See Policies on page 12 and Tasks on page 47 for more information.

Adding new reports
The VSE850REPORTS.NAP file contains the latest VirusScan Enterprise reports. Adding 
new reports is a two-part process.

Check the .NAP file in to the Repository
1 From the ePolicy Orchestrator console, select Repository, then select Check in NAP in 

the details pane.

2 Select Add new reports, then click Next.

3 From the Select a Software Package dialog box, locate the VSE850REPORTS.NAP file, then 
select it and click Open.

Add the reports to the Reporting console
After checking the VSE850REPORTS.NAP file in to the repository, you must add the new 
reports to the Reporting console.

1 In the ePolicy Orchestrator console tree, expand Reporting, then expand ePO 
Databases.

2 Under ePO Databases, right-click a database, then select Connect to open the ePO 
Database Login dialog box.

3 Type the Username and Password. 

4 Ensure that Authentication Type is ePO authentication, then click OK.

5 Click Yes to download the new reports.

Note

Reports are run from the console, not the server. When you check the 
VSE850REPORTS.NAP file into the Report Repository, it is installed on the server. For the 
console to display the new reports, you must log into the Reporting console using 
ePolicy Orchestrator authentication. When you do, the Reporting console recognizes 
that new reports are available and downloads them.

Note

If you are already logged in, you must Disconnect, then Connect again.
9
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Adding the product package file
The product PKGCATALOG.Z file contains references to the product installation binary 
files.

1 From the ePolicy Orchestrator console, select Repository, then select Check in package 
in the details pane.

2 Click Next to continue.

3 Select Products or updates, then click Next.

4 Specify the path to the product PKGCATALOG.Z file or click Browse to locate and select 
it.

5 Click Next, then click Finish to check the package in.

Preserving settings during product upgrade
The EPOPOLICYMIGRATION.EXE is an executable program that preserves configuration 
settings from the previous version of VirusScan Enterprise. After installing the .NAP files 
and the PKGCATALOG.Z files, run this executable on the server where ePolicy 
Orchestrator is installed. 

If you are installing VirusScan Enterprise on a computer with an earlier version of 
VirusScan Enterprise, you can preserving settings from the earlier version. 

Configuration settings for saved tasks.

User-specified extensions.

Exclusions settings.

Access protection rules are preserved using this logic:

Note

If you created a customized package file with McAfee Installation Designer and plan to 
use it, you can select it at this time.

1 The rules from the previous VirusScan Enterprise version are read from the ePolicy 
Orchestrator database.

2 Each of the VirusScan Enterprise rules are compared against all of the VirusScan 
Enterprise 8.0 default rules.

3 If no exact match is found when comparing rules to the default rules, then the rule is 
added to the list of rules to preserve.

4 For port blocking rules, if the rule differs from the default rule only in its inclusions, 
then the rule is placed in a separate list of rules to be merged with the equivalent 
VirusScan Enterprise 8.5i rules.

5 The white list for each of the port rules, from Step 4, is merged with the white list of 
the equivalent VirusScan Enterprise 8.5i rule, and a newly formed rule is written to 
the ePolicy Orchestrator database for use by VirusScan Enterprise 8.5i.

6 The modified default rules, if any from Step 3, are converted to the new VirusScan 
Enterprise 8.5i rule format and written to the ePolicy Orchestrator database. These 
preserved rules are included in the user-defined rules.

Note

The decision to combine the white lists of the port blocking rules that have only had 
their white list modified is based on the assumption that the user has specific software 
that they do not want blocked by the default port blocking rule. 
10
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Detection definition (DAT) file version, if the previous version is later than the 
version in the installation package.

Scanning engine version, if the previous version is later than the version in the 
installation package.

Log file names and locations are preserved.

The registry keys containing installation file locations and product versions are not 
preserved.

Adding the help package file
The online Help PKGCATALOG.Z file contains the localized help files.

1 In the ePolicy Orchestrator console tree, select Repository, then select Check in 
package in the details pane.

2 Click Next to continue.

3 Select Products or updates, then click Next.

4 Specify the path to the online Help PKGCATALOG.Z file or click Browse to locate and 
select it.

5 Click Next, then click Finish to check the package into the repository.

Note

Although the name and location are preserved, the log file format is changed from ANSI 
to UTF8. When the format is changed, the log file is renamed to *.BAK.

Note

Deploy this PKGCATALOG.Z file to client computers so that users can download the Help 
file to their local computers. The first time a user accesses VirusScan Enterprise Help 
after installing the product, they are asked if they want to download the Help file. We 
recommend that they click Yes to download the Help file and install it in your installation 
directory.
11



2 Policies
Configure VirusScan Enterprise policies to protect your environment from viruses, 
worms, Trojan horses, and potentially unwanted programs and code, then report on 
detections. Configuration options and descriptions are provided here. For additional 
information about how VirusScan Enterprise works or configuring options, see the 
VirusScan Enterprise Product Guide.

This section describes:

About configuring policies on page 13.

Configuring policies on page 16.

Enforcing policies on page 46.
12
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About configuring policies
Policies are accessed from the ePolicy Orchestrator console:

1 In the ePolicy Orchestrator console tree, select the entire Directory, a site, a group, or a 
single computer.

2 Select the Policies tab in the details pane to display the Assign Policies for Directory 
pane.

Use the options in this pane to configure product policies, access the Policy Catalog, 
and copy or paste policy assignments.

Figure 2-1  Assign Policies for Directory
13
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3 Select Show all products to expand the list of products, then click  next to VirusScan 
Enterprise 8.5.0 to display the policy categories.

Each VirusScan Enterprise 8.5.0 policy category corresponds to a feature in 
VirusScan Enterprise 8.5i and contains configurable options for that feature. 

Each policy category has been preconfigured with McAfee defaults. These 
default configurations cannot be changed, but you can use them to create 
duplicate policies. You can also create new policies for each category as 
required.

4 To configure a policy, click Edit, then under Policy Name, select New Policy from the 
drop-down list.

Figure 2-2  VirusScan Enterprise 8.5.0 Policies

Note

Policies can be created or modified from the Directory or Policy Catalog. Changing a 
policy at either of these locations changes the configuration on each node that uses that 
policy.

Note

Click McAfee Default to view the default policy configuration.

Figure 2-3  Create Policy
14
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a Choose to create a duplicate of an existing policy or create a new policy.

b Specify the policy name and click OK to open the policy pages for this policy.

5 Each policy is configured separately for workstations and servers. Each policy page 
gives you the option to select Workstation or Server from the Settings for drop-down list. 
For example:

If you are configuring different policies for workstation and server you must 
configure them separately. For example, select Workstation from the drop-down list 
and configure the workstation policy options, then select Server from the drop-down 
list and configure the server policy options.

Figure 2-4  Select Workstation or Server

Note

The policy that applies on the client computer depends on the operating system that is 
installed. For example:

The workstation policy is applied to computers with Windows NT4 Workstation, 
Windows 2000 Professional, Windows XP, and Windows Vista operating systems.

The server policy is applied to computers with Windows NT Server, Windows 2000 
Server, Windows Server 2003, and Windows Longhorn operating systems.
15
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Configuring policies
This section describes configuration options for each VirusScan Enterprise component. 

Configure these policies:

On-Access General Policies.

On-Access Default Processes Policies on page 20.

On-Access Low-Risk Processes Policies on page 25.

On-Access High-Risk Processes Policies on page 27.

On-Delivery E-mail Scan Policies on page 29.

User Interface Policies on page 35.

Alert Policies on page 38.

Access Protection Policies on page 40.

Buffer Overflow Protection Policies on page 42.

Unwanted Programs Policies on page 45.

Quarantine Manager Policies on page 46.

On-Access General Policies
The options on these tabs apply to all on-access scanning processes. 

This section describes:

General tab on page 17.

ScriptScan tab on page 17.

Blocking tab on page 18.

Messages tab on page 18.

Reports tab on page 19.
16
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General tab
Configure general on-access scanning options.

ScriptScan tab
Prevent unwanted scripts from executing and specify processes to exclude from 
detection. 

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Boot sectors Scan boot sectors.

Floppy during shutdown Scan floppy drives when the computer is shut down. 

Enable on-access scanning at 
system startup

Enable the on-access scanner each time you start your 
computer.

Enable on-access scanning 
when the policy is enforced.

Enable the on-access scanner each time this policy is 
enforced.

Maximum archive scan time 
(seconds)

Specify the maximum archive and scanning time, in seconds, 
for all files. 

The time you select for the archive scan must be less than the 
time you select for scanning all files.

 Notes and Tips

Default = 15 seconds.

If a scan exceeds the time limit, the scan stops cleanly and 
logs a message. If the scan cannot be stopped cleanly, it 
terminates and starts again on the next scan.

Enforce a maximum scanning 
time for all files

Define a maximum scanning time and enforce it for all files.

Maximum scan time (seconds) Accept the default or select the maximum number of seconds 
the scanner should spend scanning a file.

 Notes and Tips

Default = 45 seconds.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Enable ScriptScan Scan JavaScript and VBScript scripts before they are executed.

Processes to exclude Add, edit, or remove ScriptScan exclusions by process name.

 Notes and Tips

Wildcards are not allowed when specifying these process 
names.
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Blocking tab
Block connections from remote computers that have files with potential threats or 
unwanted programs in a shared folder.

Messages tab
Configure message options for local users and users without administrative rights.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Send a message Notify the network user on the remote computer when a threat 
is detected. Type a custom message in the text box.

 Notes and Tips

The Windows Messenger service must be running on the 
remote computer to receive this message.

Block the connection Blocks the connection to any network user on a remote 
computer who attempts to read from, or write to, a threatened 
file in the shared folder.

 Notes and Tips

The On-Access Scan Statistics dialog box displays a list of 
blocked computers.

Unblock the connection after 
(minutes)

Unblocks the connection after the specified number of 
minutes. Enter a number between 1 and 9999.

 Notes and Tips

Default = 10 minutes.

Block if an unwanted program 
is detected

Blocks the connection to any user on a remote computer who 
attempts to write an unwanted program to the computer.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Show the messages dialog 
box when a detection occurs

Display the On-Access Scan Messages dialog box to local users 
when a detection occurs.

Text to display in message Accept the default message or type a custom message.

 Notes and Tips

Default = VirusScan Alert!

Remove messages from the 
list

Allow users without administrator rights to delete messages 
from the list.

Clean files Allow users without administrator rights to clean files 
referenced by the messages in the list.

Delete files Allow users without administrator rights to delete files 
referenced by the messages in the list.
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Reports tab
Configure activity log information.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Log to file Record on-access scanning activity in a log file.

Accept the default location for the file or select a new location.

The default log name is ONACCESSSCANLOG.TXT.

The default location is: 

<drive>:\Documents and Settings\All 
Users\Application 
Data\McAfee\DesktopProtection\

 Notes and Tips

The log file can track activity on your network and note 
which settings you used to detect and respond to any 
potential threat that the scanner found. The recorded 
information helps determine which files you need to either 
replace from backup copies or delete. You can also use the 
restore task to restore quarantined items.

The default location depends on which operating system 
you are using.

Limit size of log file Restrict the log file to the size you specify.

 Notes and Tips

If the data in the log file exceeds the file size you set, the 
oldest 20 percent of the entries are deleted and new data is 
appended to the file.

Maximum log file size Specify the maximum size for the log file.

 Notes and Tips

Accept the default size (1MB) or set a size from 1MB to 
999MB.

Format Select the format of the log file:

Unicode (UTF8)

Unicode (UTF16)

ANSI

 Notes and Tips

Default = Unicode (UTF8).

The format you choose depends on the information you are 
storing. 

If you are storing western text (every character is one byte), 
we recommend using the ANSI format. 

If you are storing eastern text (every character is one or two 
bytes), or sharing information within a multi-national 
organization, we recommend using one of the Unicode 
formats.

Session settings Record the properties for each scanning session in the log file.
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On-Access Default Processes Policies
Configure one scanning policy for all processes or just those defined as default 
processes. Default processes are any process not specified as low-risk or high-risk. 
See the On-Access Scanning section of the VirusScan Enterprise Product Guide for 
information about assigning risk to assign to a process.

This section describes:

Processes tab on page 20.

Detection tab on page 21.

Advanced tab on page 22.

Actions tab on page 23.

Unwanted Programs tab on page 24.

Processes tab
Configure the processes scanning options.

Session summary Record a summary of the scanner’s actions during each 
scanning session in the log file.

 Notes and Tips

Summary information includes the number of files scanned, 
the number and type of detections, the number of files 
cleaned or deleted, and other information. 

Failure to scan encrypted files Record the name of encrypted files that the scanner failed to 
scan.

User name Name of the logged on user when the detection occurred.

Option or Button Description

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Use the settings on these tabs 
for all processes

Configure one scanning policy for all processes.

Use different settings for 
high-risk and low-risk 
processes

Configure different scanning policies for high-risk, low-risk, and 
default processes.

 Notes and Tips

See the VirusScan Enterprise Product Guide for information 
about how to assign risk to processes.
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Detection tab
Configure detection options for on-access scanning.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

When writing to disk Scan all files as they are written to or modified on the 
computer or other data storage device.

 Notes and Tips

If you are copying or moving files from one computer to 
another, it is important that all computers be configured 
identically so that a file with a potential threat can’t be copied 
from or written to a computer.

When reading from disk Scan all files as they are read from the computer or other data 
storage device.

On network drives Scan resources on mapped network drives.

 Notes and Tips

Scanning network resources might affect performance.

All files Scan all files regardless of extension.

Default + additional file types Scan the default list of extensions plus any additions you 
specify. The default list is defined by the current DAT file.

Select Default + additional file types.

Click Additions to open the Additional File Types dialog box.

 Notes and Tips

You cannot delete file types from the Scanned by default list. 
To exclude file types from this list, use the Exclusions feature.

Also scan for macros in all 
files

If you selected Default + additional file types, you can also 
search for known macro threats in all files.

Specified file types Create a list of user-specified extensions to be scanned. You 
can also remove any extensions you added previously.

Select Specified file types.

Click Specified to open the Specified File Types dialog box.

Overwrite client exclusions Use only exclusions that are specified in this policy. 

 Notes and Tips

If this option is not selected, the client computer uses 
exclusions that were specified locally and the exclusions 
specified in this policy.
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Advanced tab
Configure heuristic scanning and scanning of compressed files and those opened for 
backup.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Find unknown programs and 
trojans

Use heuristic scanning to detect executable files that have 
code resembling malware. 

Find unknown macro viruses Use heuristic scanning to detect unknown macro viruses.

Scan inside archives Examine archive (compressed) files and their contents. 

 Notes and Tips

Although it provides better protection, scanning inside 
archive files can increase the amount of time required to 
perform a scanning activity.

If archive scanning is disabled, the on-access scanner still 
scans the files within the archive if they are extracted and 
written to disk.

Decode MIME encoded files Detect, decode, and scan Multipurpose Internet Mail 
Extensions (MIME) encoded files.

Scan files opened for Backup Examine files that are open for backup operations.
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Actions tab
Configure which actions to take when a threat is detected.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Primary Action Select the first action that you want the scanner to take when 
a threat is detected.

Clean files automatically — The scanner tries to remove the 
threat from the detected file.

Deny access to files — Deny all users access to any files 
with potential threats that the scanner finds.

Delete files automatically — The scanner deletes files with 
potential threats as soon as it detects them.

 Notes and Tips

Default = Clean files automatically.

The action that is actually taken depends on how it is 
defined in the DAT file. For example, if the scanner cannot 
clean a file or if the file has been damaged beyond repair, 
the scanner may delete the file or take the secondary 
action, depending on how it was defined in the DAT file.

When the scanner denies access to files with potential 
threats, it also appends the filename with an .mcm 
extension, when the file is saved.

Secondary Action Select the next action you want the scanner to take if the first 
action fails.

Deny access to files — Deny all users access to any files 
with potential threats that the scanner finds.

Delete files automatically — The scanner deletes files with 
potential threats as soon as it detects them.

 Notes and Tips

Default = Delete files automatically.
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Unwanted Programs tab
Enable unwanted program detection and which actions are taken when detections 
occur.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Detect unwanted programs Enables the on-access scanner to detect potentially unwanted 
programs. 

 Notes and Tips

The on-access scanner uses the information you configured in 
the Unwanted Programs Policy to detect potentially unwanted 
programs. See Unwanted Programs Policies on page 45.

Primary Action Select the first action that you want the scanner to take when 
a potentially unwanted program is detected.

Allow access to files — Give users access to detected files 
and/or programs.

Clean files automatically — Remove the threat from 
detected files and/or programs automatically. 

Deny access to files — Prevent users from accessing 
detected files and/or programs.

Delete files automatically— Remove detected files and/or 
programs automatically. 

 Notes and Tips

Default = Clean files automatically.

Allow access to files is useful to monitor what is being 
detected before you decide which actions to take. Review 
the activity log to see which programs are being detected. 
No secondary action is allowed for this option.

Secondary Action Select the next action you want the scanner to take if the first 
action fails.

Allow access to files — Give users access to detected files 
and/or programs.

Deny access to files — Prevent users from accessing 
detected files and/or programs.

Delete files automatically— Remove detected files and/or 
programs automatically.

 Notes and Tips

Default = Delete files automatically.
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On-Access Low-Risk Processes Policies
Open the policy pages, then specify processes that you define as having a low-risk of 
introducing or spreading threats and configure scanning options for those processes. 

This section describes:

Processes tab.

Detection tab on page 26.

Advanced tab on page 26.

Actions tab on page 26.

Unwanted Programs tab on page 26.

Processes tab
Specifying low-risk processes is a two-part process:

1 Select the option to use different settings on the Processes tab of the On-Access 
Default Process Policies page.

Figure 2-5  On-Access Default Process Policies — Processes tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Use different settings for 
high-risk and low-risk 
processes

Configure different scanning policies for low-risk processes.

 Notes and Tips

See the VirusScan Enterprise Product Guide for information 
about how to assign risk to processes.
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2 Specify low-risk processes on the Processes tab of the On-Access Low-Risk Processes 
Policies page.

Detection tab
See Detection tab on page 21 for information about configuring these options.

Advanced tab
See Advanced tab on page 22 for information about configuring these options.

Actions tab
See Actions tab on page 23 for information about configuring these options.

Unwanted Programs tab
See Unwanted Programs tab on page 24 for information about configuring these 
options.

Figure 2-6  On-Access Low-Risk Processes Policies — Processes tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Processes Specify the processes that you consider to be low-risk.

Review the default list of processes.

Click Add to include new processes in the list.

Click Remove to delete processes from the list.

Add Include processes in the list.

Remove Delete processes from the list.
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On-Access High-Risk Processes Policies
Open the policy pages, then specify processes that you define as having a high-risk of 
introducing or spreading threats and configure scanning options for those processes. 

This section describes:

Processes tab

Detection tab on page 21.

Advanced tab on page 22.

Actions tab on page 23.

Unwanted Programs tab on page 24.

Processes tab
Specifying high-risk processes is a two-part process:

1 Select the option to use different settings on the Processes tab of the On-Access 
Default Process Policies page.

Figure 2-7  On-Access Default Process Policies — Processes tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Use different settings for 
high-risk and low-risk 
processes

Configure different scanning policies for high-risk processes.

 Notes and Tips

See the VirusScan Enterprise Product Guide for information 
about how to assign risk to processes.
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2 Specify high-risk processes on the Processes tab of the On-Access High-Risk Processes 
Policies page.

Detection tab
See Detection tab on page 21 for information about configuring these options.

Advanced tab
See Advanced tab on page 22 for information about configuring these options.

Actions tab
See Actions tab on page 23 for information about configuring these options.

Unwanted Programs tab
See Unwanted Programs tab on page 24 for information about configuring these 
options.

Figure 2-8  On-Access High-Risk Processes Policies — Processes tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

High-Risk Processes Specify the processes that you consider to be high-risk.

Review the default list of processes.

Click Add to include new processes in the list.

Click Remove to delete processes from the list.

 Notes and Tips

The high-risk scanning policy is initially set the same as 
default processes to ensure that high-risk processes are 
scanned in depth.

The high-risk scanning policy is configured by default to give 
you the maximum protection. We do not recommend 
reducing the default level of scanning. 
28



VirusScan® Enterprise software version 8.5i Configuration Guide Policies
Configuring policies

2

On-Delivery E-mail Scan Policies
Open the policy pages, then configure options for scanning e-mail messages and 
attachments.

This section describes:

Detection tab.

Advanced tab on page 30.

Actions tab on page 31.

Alerts tab on page 32.

Unwanted Programs tab on page 33.

Reports tab on page 34.

Notes Scanner Settings tab on page 35.

Detection tab
Configure options for detecting threats in e-mail and attachments as they are delivered.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Enable on-delivery e-mail 
scanning

Scan Microsoft Outlook and Lotus Notes e-mail messages and 
attachments.

 Notes and Tips

For Microsoft Outlook, e-mail is scanned on delivery.

For Lotus Notes, e-mail is scanned when accessed.

All file types Scan all types of files, regardless of extension.

Default + additional file types Scan the default list of extensions plus any additions you 
specify. The default list is defined by the current DAT file.

Select Default + additional file types.

Click Additions to open the Additional File Types dialog box.

Also scan for macro viruses in 
all attachments

Scan all attachments, regardless of extension, for macro 
viruses.

Specified file types Create a list of user-specified extensions to be scanned. You 
can also remove any extensions you added previously.

Select Specified file types.

Click Specified to open the Specified File Types dialog box.
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Advanced tab
Configure heuristic scanning and scanning of compressed files and Microsoft Outlook 
e-mail message bodies.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Find unknown program 
viruses and trojans

Use heuristic scanning to detect executable files that have 
code resembling malware. 

Find unknown macro viruses Use heuristic scanning to detect unknown macro viruses.

 Notes and Tips

This option is not the same as Also scan for macro viruses in all 
attachments on the Detection tab, which instructs the scanner 
to find all known macro viruses. This option instructs the 
scanner to assess the probability that an unknown macro is a 
virus.

Find attachments with 
multiple extensions

Treat attachments with multiple extensions as a threat.

 Notes and Tips

When you select this option, an E-mail Scan Warning dialog box 
appears. Click OK to confirm your selection.

Scan inside archives Examine archive (compressed) files and their contents. 

 Notes and Tips

Although it provides better protection, scanning inside archive 
files can increase the amount of time required to perform a 
scan.

Decode MIME encoded files Detect, decode, and scan Multipurpose Internet Mail 
Extensions (MIME) encoded files.

Scan e-mail message body Scan the body of e-mail messages.

 Notes and Tips

This option is supported for Microsoft Outlook only.
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Actions tab
Configure which actions to take when an e-mail threat is detected.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Primary Action Select the first action that you want the scanner to take when 
a threat is detected.

Clean attachments — The scanner tries to remove the threat 
from the attachment.

Prompt for action — Prompt the user for action when a 
threat is detected. Select this option, then specify which 
actions users can take under Allowed action in Prompt dialog 
box.

No secondary action is allowed for this option.

Continue scanning — Continue scanning when an 
attachment with a threat is detected.

No secondary action is allowed for this option.

Move attachments to a folder — The scanner moves 
attachments with potential threats to the designated folder. 

Delete attachments — The scanner deletes attachments 
with potential threats as soon as it detects them. For 
Microsoft Outlook, the e-mail is deleted. For Lotus Notes, 
the attachment is deleted.

Delete mail (for Outlook Scan only) — The scanner deletes 
mail with potential threats. If you select this option as the 
primary action, no secondary action is allowed.

 Notes and Tips

Default = Clean attachments.

The action that is actually taken depends on how it is 
defined in the DAT file. For example, if the scanner cannot 
clean a file or if the file has been damaged beyond repair, 
the scanner may delete the file or take the secondary 
action, depending on how it was defined in the DAT file.

Secondary Action Select the next action you want the scanner to take if the first 
action fails.

Prompt for action — Prompt the user for action when a 
threat is detected. Select this option, then specify which 
actions users can take under Allowed action in Prompt dialog 
box.

Continue scanning — Continue scanning when an 
attachment with a threat is detected.

Move attachments to a folder — The scanner moves 
attachments with potential threats to the designated folder.

Delete attachments — The scanner deletes attachments 
with potential threats as soon as it detects them. For 
Microsoft Outlook, the e-mail is deleted. For Lotus Notes, 
the attachment is deleted.

Delete mail (for Outlook Scan only) — The scanner deletes 
mail with potential threats.

 Notes and Tips

Default = Move attachments to a folder.
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Alerts tab
Configure which actions to take when a threat is detected.

Move To Folder Specify the location and name of the quarantine folder. 

 Notes and Tips

The quarantine folder must be located on a hard drive. It should 
not be located on a floppy drive or CD drive.

The default location for the quarantine folder varies depending 
on whether you are using Microsoft Outlook or Lotus Notes. 

For Microsoft Outlook the quarantine folder is located in the 
Microsoft Outlook mailbox. 

For Lotus Notes, the quarantine folder is located in the file 
system.

Allowed actions in Prompt 
dialog box

Select the actions that are allowed when the user is prompted 
for action.

Clean attachment
Delete attachment
Move attachment
Delete mail (for Outlook Scan only)

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Send alert mail to user Notify another user when a threatened e-mail message is 
detected.

 Notes and Tips

Select the option and type information in the To, Cc, Subject, 
and Message text boxes.

Display custom message If the Prompt for Action option is selected on the Actions tab, 
you can also display a custom message when a threatened 
e-mail message is detected.

Accept the default message or specify a new one.

 Notes and Tips

Default message = McAfee VirusScan Enterprise E-mail 
Scanner Alert!

Option or Button Description
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Unwanted Programs tab
Enable unwanted program detection and which actions are taken when detections 
occur.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Detect unwanted programs Enables the e-mail scanner to detect potentially unwanted 
programs. 

 Notes and Tips

The e-mail scanner uses the settings you configured in the 
Unwanted Programs Policy to detect potentially unwanted 
programs. See Unwanted Programs Policies on page 45.

Primary Action Select the first action that you want the scanner to take when 
a threat is detected.

Clean attachments — The scanner tries to remove the threat 
from the attachment.

Prompt for action — Prompt the user for action when a 
threat is detected. Select this option, then specify which 
actions users can take under Allowed action in Prompt dialog 
box.

No secondary action is allowed for this option.

Continue scanning — Continue scanning when an 
attachment with a threat is detected.

No secondary action is allowed for this option.

Move attachments to a folder — The scanner moves 
attachments with potential threats to the designated folder. 

Delete attachments — The scanner deletes attachments 
with potential threats as soon as it detects them. For 
Microsoft Outlook, the e-mail is deleted. For Lotus Notes, 
the attachment is deleted.

 Notes and Tips

Default = Clean attachments.

Secondary Action Select the next action you want the scanner to take if the first 
action fails.

Prompt for action — Prompt the user for action when a 
threat is detected. Select this option, then specify which 
actions users can take under Allowed action in Prompt dialog 
box.

No secondary action is allowed for this option.

Continue scanning — Continue scanning when an 
attachment with a threat is detected.

No secondary action is allowed for this option.

Move attachments to a folder — The scanner moves 
attachments with potential threats to the designated folder. 

Delete attachments — The scanner deletes attachments 
with potential threats as soon as it detects them. For 
Microsoft Outlook, the e-mail is deleted. For Lotus Notes, 
the attachment is deleted.

 Notes and Tips

Default = Move attachments to a folder.
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Reports tab
Configure activity log information.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Log to file Record e-mail scanning activity in a log file.

Accept the default location for the file or select a new location.

The default log name is EMAILONDELIVERYLOG.TXT.

The default location is 

<drive>:\Documents and Settings\All 
Users\Application 
Data\McAfee\DesktopProtection\

 Notes and Tips

The log file can track activity on your network and note 
which settings you used to detect and respond to any 
potential threat that the scanner found. The recorded 
information helps determine which files you need to either 
replace from backup copies or delete. You can also use the 
restore task to restore quarantined items.

The default location depends on which operating system 
you are using.

Limit size of log file Restrict the log file to the size you specify.

 Notes and Tips

If the data in the log file exceeds the file size you set, the 
oldest 20 percent of the log file entries are deleted and new 
data is appended to the file.

Maximum log file size Specify the maximum size for the log file.

 Notes and Tips

Accept the default size (1MB) or set a size from 1MB to 
999MB.

Format Select the format of the log file: 

Unicode (UTF8)

Unicode (UTF16)

ANSI

 Notes and Tips

Default = Unicode (UTF8).

The format you choose depends on the information you are 
storing. 

If you are storing western text (every character is one byte), 
we recommend using the ANSI format. 

If you are storing eastern text (every character is one or two 
bytes), or sharing information within a multi-national 
organization, we recommend using one of the Unicode 
formats.

Session settings Record the properties for each scanning session in the log file.
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Notes Scanner Settings tab
Configure Lotus Notes settings for the on-delivery e-mail scanner.

User Interface Policies
Open the policy pages, then configure security for the VirusScan Enterprise interface. 

This section describes:

Display Options tab on page 36.

Password Options tab on page 37.

Session summary Record a summary of the scanner’s actions during each 
scanning session in the log file.

 Notes and Tips

Summary information includes the number of files scanned, 
the number and type of detections, the number of files moved, 
cleaned, or deleted, and other information. 

Failure to scan encrypted files Record the name of encrypted files that the scanner failed to 
scan.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Scan all server databases Scan all server databases for potential threats. This option is 
available only for on-delivery e-mail scanning.

Scan server mailboxes Scan all server mailboxes for potential threats. 

Mailbox Root Folder Specify the location of the root folder. Accept the default 
location for the mailbox root folder or specify a new location. 
This option is available only for on-delivery e-mail scanning.

 Notes and Tips

Default = !!mail\.

Notes Applications to Exclude Specify which Lotus Notes applications to exclude from 
scanning.

 Notes and Tips

Default = MNOTES.

Option or Button Description
35



VirusScan® Enterprise software version 8.5i Configuration Guide Policies
Configuring policies

2

Display Options tab
Specify which system tray options users can access.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Show the system tray 
icon with all menu 
options

Allow users to see all options on the system tray menu.

Show the system tray 
icon with minimal 
menu options

Hide all options on the system tray menu except About VirusScan 
Enterprise and On-Access Scan Statistics.

Do not show the 
system tray icon

Hide the system tray icon from all users.

Allow this system to 
make remote console 
connection to other 
systems

Connect to remote computers.

 Notes and Tips

You must have administrator rights and the Remote Registry Service 
must be running. 

See Remote Administration in the VirusScan Enterprise Product 
Guide for more information.

Display managed 
tasks in the client 
console

Display ePolicy Orchestrator tasks in the VirusScan Console on the 
client computer.

Disable default 
AutoUpdate task 
schedule

Disable the schedule for the default update task.

 Notes and Tips

The schedule is disabled when the policy is enforced. The Task 
Manager service must be running to disable the task’s schedule.

Enable splash screen Display the VirusScan Enterprise splash screen when the VirusScan 
Console or SHSTAT.EXE is launched.

Preferred language Specify which language to use for the console text.

 Notes and Tips

The language can be automatically selected or you can select a 
specific language.

If you change the preferred language, the change is applied when 
you restart the computer.
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Password Options tab
Set password security for the entire system or selected items.

Figure 2-9  User Interface Policies — Password Options tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

No password No password is required to access configuration settings.

Password protection 
for all items listed

Specify one password for all the items in the list.

 Notes and Tips

Setting a password impacts users:

Non-administrators — Users without administrator rights. 
Non-administrators run all VirusScan Enterprise applications in 
read-only mode. They can view some configuration parameters, run 
saved scans, and run immediate scans and updates. They cannot 
change any configuration parameters, create, delete, or modify 
saved scan or update tasks.

Administrators — Users with administrator rights. Administrators 
must type the password to access the protected tabs and controls 
in read/write mode. If a password is not provided for a protected 
item, they view it in read-only mode.

Password protection 
for the selected 
items

Specify one password for selected items in the list.

 Notes and Tips

You do not need to enter a password for items that are not locked.
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Alert Policies
Open the policy pages, then configure whether to generate alerts and which alerts to 
generate.

This section describes:

Alert Manager Alerts tab on page 39.

Additional Alerting Options tab on page 39.

Password protection 
for conformance to 
Common Criteria 

Secure the interface as required for government agencies that must 
use only National Information Assurance Partnership (NIAP) Common 
Criteria validated security products. 

 Notes and Tips

This secures all configuration options from users without administrative 
credentials except that workstation users can:

Perform an immediate on-demand scan of their own workstation.

Include or exclude files from an immediate on-demand scan.

Include or exclude archives, such as a .ZIP file, from an immediate 
on-demand scan.

View on-demand scan and on-access scanning activity logs.

Password Type the password.

Confirm the 
password

Type the password again to confirm it.

Items that can be 
protected by the 
password

Select the items that you want to protect with the password.

 Notes and Tips

A red locked padlock indicates that a password is required for the 
item. 

A green unlocked padlock indicates that the item is read/write 
accessible. 

Administrators can lock or unlock the interface through the 
VirusScan Console. 

Option or Button Description
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Alert Manager Alerts tab
Select the components that you want to generate alerts and configure Alert Manager 
options.

Additional Alerting Options tab
Configure filter and local alerting options.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

On-Access Scan Generate alerts when the on-access scanner detects threats.

On-Demand Scan and 
scheduled scans

Generate alerts when on-demand scan tasks detect threats.

E-mail Scan Generate alerts when the e-mail scanner detects threats.

AutoUpdate Generate alerts when update tasks detect threats.

Access Protection Generate alerts when the access protection component detects 
threats.

Disable alerting Do not generate alerts when detections occur.

Enable Centralized 
alerting

Use centralized alerting to notify you when detections occur.

Enable Alert Manager 
alerting

Use Alert Manager alerting to notify you when detections occur and 
specify which Alert Manager server receives alerts.

Specify Alert Manager 
server to receive 
alerts

Type the path to the location of the Alert Manager server that receives 
alerts.

Disable Active 
Directory Lookup

Do not use Active Directory Lookup.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Don’t filter alerts Send all alerts.

Suppress 
informational alerts

Don’t send informational alerts with a severity of less than one.

Suppress 
informational and 
warning alerts

Don’t send informational and warning alerts with a severity of less 
than two.

Suppress 
informational, 
warning, and low

Don’t send informational, warning, and low severity alerts with a 
severity of less than three.

Suppress all except 
severe alerts

Don’t send any alerts except those with a severity of more than four.

Suppress all alerts Do not send any alerts.

Log to local 
application event log.

Log information in the local application event log. This option does not 
require Alert Manager.

Send SNMP trap using 
SNMP service

If you are using SNMP, you can send SNMP trap alerts. This option 
does not require Alert Manager.
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Access Protection Policies
Open the policy pages, then configure predefined rules or create user-defined rules to 
protect your computer’s accesses. See the Access Protection section of the VirusScan 
Enterprise Product Guide for more information.

This section describes:

Access Protection tab.

Reports tab on page 42.

Access Protection tab
Configure access protection rules to protect your computer from unwanted changes.

Figure 2-10  Access Protection Policies — Access Protection tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Enable access 
protection

Enables the access protection feature.

 Notes and Tips

On-access scanning must also be enabled for access protection to 
detect access attempts on specified items.
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Categories Click a category to display the list of configured rules for that category.

Rules are organized into these categories:

Anti-virus Standard Protection — Anti-virus rules that protect some 
critical settings and files from being modified, but generally allow 
you to install and execute legitimate software.

Anti-virus Maximum Protection — Rules that protect most critical 
settings and files from modification, but might prevent you from 
installing legitimate software.

Anti-virus Outbreak Control — Rules that block destructive code 
from accessing the computer during an outbreak, until a DAT file is 
released. These rules are preconfigured to block access to shares 
during an outbreak. 

Common Standard Protection — Rules that protect some commonly 
used files and settings from being modified, but generally allow you 
to install and execute legitimate software.

Common Maximum Protection — Rules that protect most commonly 
used files and settings from being modified, but might prevent you 
from installing legitimate software. 

User-defined Rules — Custom rules defined by the user to 
supplement the protection provided by the Anti-virus and Common 
rules.

Block Blocks the process that is specified in the Rule Details. Select Block to 
enable the rule or deselect it to disable the rule.

 Notes and Tips

To block access attempts without logging, select Block but do not 
select Report.

Report Enables reporting of attempts to violate access protection. When a 
detection occurs, information is recorded in the activity log. 

 Notes and Tips

To receive a warning without blocking access attempts, select Report, 
but do not select Block. This is useful when the full impact of a rule is 
not known. Monitor the logs and/or reports for a short while to 
determine whether to block access.

Rules Use the Anti-virus, Common, and User-defined rules to protect your 
computer from unwanted changes.

Add Create a new user-defined rule.

Delete Remove an existing user-defined rule.

Edit Change an existing rule.

Prevent McAfee 
processes from being 
stopped

Prevent users without debug privileges from terminating McAfee 
processes.

 Notes and Tips

Users with debug program privileges can still stop McAfee 
processes even though you select this option.

Administrators have debug program privileges by default for 
Windows XP and Windows 2003 operating systems. Remove 
these privileges from the user’s permissions so that they cannot 
stop McAfee processes.

Option or Button Description
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Reports tab
Configure activity log information.

Buffer Overflow Protection Policies
Open the policy pages, then configure options to protect your systems from buffer 
overflow exploits.

This section describes:

Buffer Overflow Protection tab on page 43.

Reports tab on page 44.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Log to file Record access protection activity in a log file.

Accept the default location for the file or select a new location.

The default log name is ACCESSPROTECTIONLOG.TXT.

The default location is: 

<drive>:\Documents and Settings\All Users\Application 
Data\McAfee\DesktopProtection\

 Notes and Tips

The log file can track activity on your network and note which 
settings you used to detect and respond to any potential threat that 
the scanner found. The recorded information helps determine 
which files you need to either replace from backup copies or delete. 
You can also use the restore task to restore quarantined items.

The default location depends on which operating system you are 
using.

Limit size of log file Restrict the log file to the size you specify.

 Notes and Tips

If the data in the log file exceeds the file size you set, the oldest 20 
percent of the entries are deleted and new data is appended to the file.

Maximum log file size Specify the maximum size for the log file.

 Notes and Tips

Accept the default size (1MB) or set a size from 1MB to 999MB.

Format Select the format of the log file:

Unicode (UTF8)

Unicode (UTF16)

ANSI

 Notes and Tips

Default = Unicode (UTF8).

The format you choose depends on the information you are storing. 

If you are storing western text (every character is one byte), we 
recommend using ANSI format. 

If you are storing eastern text (every character is one or two bytes), 
or sharing information within a multi-national organization, we 
recommend using one of the Unicode formats.
42



VirusScan® Enterprise software version 8.5i Configuration Guide Policies
Configuring policies

2

Buffer Overflow Protection tab
Enable buffer overflow protection, configure the protection mode, and specify 
processes to exclude from detection.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Enable buffer overflow 
protection

Enables the buffer overflow protection feature.

Warning mode Sends a warning when a buffer overflow is detected. No other 
action is taken.

 Notes and Tips

This mode is useful when the full impact of a buffer overflow is 
not known. Use the feature in Warning Mode for a short while 
and review the log file during that time to help determine 
whether to change to Protection Mode.

Protection Mode Blocks buffer overflows as they are detected and terminates 
the detected thread.

 Notes and Tips

This can also result in termination of the application.

Show the messages dialog 
box when a buffer overflow is 
detected

Displays the On-Access Scan Messages dialog box when a 
detection occurs.

Process List of process names that are excluded from detection. These 
can be processes that generate false positives.

 Notes and Tips

Specify the process name that owns the writable memory 
that is making the call.

You can type the process name alone or include its path. If 
you type the process name only, such as for 
OUTLOOK.EXE, that process is excluded whenever it is 
executed, no matter where it is located. If you type the 
process name including the path, such as C:\Program 
files\OUTLOOK.EXE, that process is excluded only when it 
is executed from the specified path.

Wildcards are not allowed.

Add Add a new buffer overflow exclusion.

Edit Change an existing buffer overflow detection.

Remove Delete an existing buffer overflow detection.
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Reports tab
Configure activity log information.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Log to file Record buffer overflow protection activity in a log file.

Accept the default location for the file or select a new location.

The default log name is BUFFEROVERFLOWPROTECTIONLOG.TXT.

The default location is: 

<drive>:\Documents and Settings\All 
Users\Application 
Data\McAfee\DesktopProtection\

 Notes and Tips

The log file can track activity on your network and note 
which settings you used to detect and respond to any 
potential threat that the scanner found. The recorded 
information helps determine which files you need to either 
replace from backup copies or delete. You can also use the 
restore task to restore quarantined items.

The default location depends on which operating system 
you are using.

Limit size of log file Restrict the log file to the size you specify.

 Notes and Tips

If the data in the log file exceeds the file size you set, the 
oldest 20 percent of the entries are deleted and new data is 
appended to the file.

Maximum log file size Specify the maximum size for the log file.

 Notes and Tips

Accept the default size (1MB) or set a size from 1MB to 
999MB.

Format Select the format of the log file:

Unicode (UTF8)

Unicode (UTF16)

ANSI

 Notes and Tips

Default = Unicode (UTF8).

The format you choose depends on which information you 
are storing. 

If you are storing western text (every character is one byte), 
we recommend using the ANSI format. 

If you are storing eastern text (every character is one or two 
bytes), or sharing information within a multi-national 
organization, we recommend using one of the Unicode 
formats.
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Unwanted Programs Policies
Open the policy pages, then configure options to protect your computer from 
unwanted programs that are a nuisance or present a security risk.

This section describes:

Detection tab.

User-Defined Detection tab.

Detection tab
Select categories of potentially unwanted programs to detect and create exclusions for 
programs that you do not want to detect.

User-Defined Detection tab
Specify individual files or programs to treat as unwanted programs.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Detections from 
DATs

Specify the categories of potentially unwanted programs to detect.

Exclusions Specify items by detection name to exclude from detection.

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Filename The name of the file or program.

Description The description of the file or program.

Add Add a new file or program to detect.

Edit Change an existing user-defined detection.

Remove Delete an existing user-defined detection.
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Quarantine Manager Policies
Open the policy page, then specify the location of the quarantine directory and 
configure the policy to automatically delete quarantined items after a specified number 
of days.

Policy tab
Configure the quarantine location and the length of time to keep the quarantined data.

Enforcing policies
After configuring policies, they must be enforced to make them available for the ePolicy 
Orchestrator agent. Policies are automatically enforced at the next Agent to Server 
Connection Interval (ASCI), or you can perform an Agent Wakeup to apply changes 
immediately.

The Enforce Policies option is set to Yes by default to ensure policies are enforced on a 
regular basis. We do not recommend that you change the default policy configuration.

Note

Use the Restore Task to restore quarantined items.

Figure 2-11  Quarantine Manager Policies — Policy tab

Option or Button Description

Settings for Select Workstation (default) or Server from the drop-down list.

Inherit Deselect this option to configure the policy.

Quarantine Directory Specify the quarantine location.

Automatically delete 
quarantined data

Delete quarantined items after the specified number of days.

Number of days to 
keep backed-up data 
in the quarantine 
directory

Specify the number of days to keep the quarantined items before 
automatically deleting them.

 Notes and Tips

Choose from 1 to 999 days.
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3 Tasks
Create, configure, and schedule tasks to perform on-demand scans, update the DAT file 
or scanning engine, mirror sites, restore items from quarantine, and deploy the product 
or product updates.

This section describes:

About tasks.

Creating and configuring tasks.

Scheduling tasks on page 61.

About tasks
Access tasks from the ePolicy Orchestrator console:

1 In the console tree under ePolicy Orchestrator, select Directory, a site, a group, or a 
single computer.

2 Select the Tasks tab to display the current tasks.

3 If you created tasks at different levels of the directory tree, select the node to 
display its tasks.

Figure 3-1  Tasks
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Creating and configuring tasks
This section describes:

On-demand scan tasks.

Update tasks on page 55.

Restore from quarantine task on page 57.

Deployment task on page 59.

On-demand scan tasks
This section describes:

Creating on-demand scan tasks on page 48.

Configuring on-demand scan task settings on page 49.

Creating on-demand scan tasks
Create and configure as many on-demand scan tasks as you require.

1 In the console tree under ePolicy Orchestrator, right-click Directory or the desired site, 
group, or computer, then select Schedule Task. 

2 Type a New Task Name.

3 Select VirusScan Enterprise 8.5 — On-Demand Scan from the Software/Task Type list.

4 Click OK to create the task.

Tip

The on-demand scan task you create is by default equivalent to the Full Scan task in the 
VirusScan Enterprise console.

Figure 3-2  New On-Demand Scan Task
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Configuring on-demand scan task settings
On the Tasks tab in the details pane, right-click the task, then select Edit Task. 

The ePolicy Orchestrator Scheduler dialog box appears.

Click Settings to open the Task Settings dialog box. 

This section describes:

Where tab on page 50.

Detection tab on page 51.

Advanced tab on page 52.

Actions tab on page 52.

Reports tab on page 53.

Task tab on page 54.

Figure 3-3  ePolicy Orchestrator Scheduler 
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Where tab
Configure the item types and locations to scan.

Option or Button Description

Inherit Deselect this option to configure the policy.

Item Name Select the items to scan. Click Add, Edit, or Remove to change the 
items in the list.

Memory for rootkits. Scans system memory for installed rootkits, 
hidden processes and other behavior that suggests malicious code 
is attempting to hide itself. This scan occurs before all other scans.

Running processes. Scans the memory of all running processes. 
Actions other than Clean are treated as Continue scanning.

Registered Files. Scans all files that are registered. The scanner first 
searches the registry for file names, then scans the files. The 
scanner removes references to potentially unwanted files from the 
registry.

My computer. Scans all drives physically attached to your computer 
or logically mapped to a drive letter on your computer.

All local drives. Scans all drives and their subfolders on your 
computer.

All fixed drives. Scans all drives physically connected to your 
computer.

All removable drives. Scans all removable drives or other storage 
devices connected to your computer.

All mapped drives. Scans network drives logically mapped to a 
network drive on your computer.

Home folder. Scans the home folder of the user who starts the 
scan.

User Profile folder. Scans the profile of the user who starts the 
scan, including the user’s My Documents folder.

Windows folder. Scans the contents of the Windows folder.

Program Files folder. Scans the contents of the Program Files 
folder.

Temp folder. Scans the contents of the Temp folder.

Recycle bin. Scans the contents of the recycle bin.

Drive or folder. Scans the specified drive or folder.

File. Scans the specified file.

 Notes and Tips

Default = Memory for rootkits, running processes, and all local 
drives.

Using the default list of scan items can result in a thorough scan 
that is very time consuming. Consider whether you want to narrow 
the scope of this scan for regular use.

Type The type of scan for the selected item.

Include subfolders The scanner examines all subfolders in the specified volumes. 
Deselect this option to scan only the root level of the volumes.
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Detection tab
Configure detection options.

Option or Button Description

Inherit Deselect this option to configure the policy.

All files Scan all files, regardless of extension.

Default + additional 
file types

Scan the default list of extensions plus any additions you specify. The 
default list is defined by the current DAT file.

Select Default + additional file types.

Click Additions to open the Additional File Types dialog box.

 Notes and Tips

You cannot delete file types from the Scanned by default list. To 
exclude file types from this list, use the Exclusions feature.

Specified file types Create a list of user-specified extensions to be scanned. You can also 
remove any extensions you added previously.

Select Specified file types.

Click Specified to open the Specified File Types dialog box.

Overwrite client 
exclusions

Use only exclusions that are specified in this policy. 

 Notes and Tips

If this option is not selected, the client computer uses exclusions that 
were specified locally and the exclusions specified in this policy.

Exclude disks, files, 
and folders

Create a list of files, folders, and drives to exclude from scanning. You 
can also remove exclusions that you previously specified.

Click Exclusions to open the Set Exclusions dialog box.

Scan inside archives Examine archive (compressed) files and their contents.

 Notes and Tips

Although it provides better protection, scanning inside archive files 
can increase the amount of time required to perform a scanning 
activity.

If archive scanning is disabled, the on-access scanner still scans the 
files within the archive if they are extracted and written to disk.

Decode MIME 
encoded files

Detect, decode, and scan Multipurpose Internet Mail Extensions 
(MIME) encoded files.
51



VirusScan® Enterprise software version 8.5i Configuration Guide Tasks
Creating and configuring tasks

3

Advanced tab
Configure scanning of code resembling unwanted programs or malware, scanning of 
stored files, and specify the percentage of system utilization.

Actions tab
Configure which actions to take when a threat is detected.

Option or Button Description

Inherit Deselect this option to configure the policy.

Find unknown 
unwanted programs 
and trojans

Use heuristic scanning to detect executable files that have code 
resembling a potentially unwanted program or trojan. 

Find unknown macro 
viruses

Use heuristic scanning to detect unknown macro viruses.

Scan files that have 
been migrated to 
storage

Scans cached files stored on Remote Storage. 

System utilization Use the slider to set the utilization level for the scan. Each task runs 
independently; unaware of the limits for other tasks. 

 Notes and Tips

Default = 30%.

Option or Button Description

Inherit Deselect this option to configure the policy.

Primary Action Select the first action that you want the scanner to take when a threat 
is detected.

Clean — The scanner tries to remove the threat from the detected 
file.

Continue scanning — Continue scanning when a file is detected.

No secondary action is allowed for this option.

Delete — The scanner deletes the entire file, document, or archive.

 Notes and Tips

Default = Clean.

The action that is actually taken depends on how it is defined in the 
DAT file. For example, if the scanner cannot clean a file or if the file 
has been damaged beyond repair, the scanner may delete the file 
or take the secondary action, depending on how it was defined in 
the DAT file.

If the action is set to delete and a file within an archive is detected, 
the entire archive file is deleted.

Secondary Action Select the next action you want the scanner to take if the first action 
fails.

Continue scanning — Continue scanning when a file is detected.

Delete — The scanner deletes the entire file, document, or archive.

 Notes and Tips

Default = Delete.
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Unwanted Programs tab
Enable unwanted program detection and which actions are taken when detections 
occur. 

Reports tab
Configure activity log information.

Option or Button Description

Inherit Deselect this option to configure the policy.

Primary Action Select the first action that you want the scanner to take when a threat 
is detected.

Clean — The scanner tries to remove the threat from the detected 
file.

Continue scanning — Continue scanning when a file is detected.

No secondary action is allowed for this option. 

Delete — The scanner deletes the entire file, document, or archive.

 Notes and Tips

Default = Clean.

Secondary Action Select the next action you want the scanner to take if the first action 
fails.

Continue scanning — Continue scanning when a file is detected.

Delete — The scanner deletes the entire file, document, or archive.

 Notes and Tips

Default = Delete.

Option or Button Description

Log to file Record on-demand scanning activity in a log file.

Accept the default location for the file or select a new location.

The default log name is ONDEMANDSCANLOG.TXT.

The default location is 

<drive>:\Documents and Settings\All Users\Application 
Data\McAfee\DesktopProtection\

 Notes and Tips

The log file can track activity on your network and note which 
settings you used to detect and respond to any potential threat that 
the scanner found. The recorded information helps determine 
which files you need to either replace from backup copies or delete. 
You can also use the restore task to restore quarantined items.

The default location depends on which operating system you are 
using.

Limit size of log file Restrict the log file to the size you specify.

 Notes and Tips

If the data in the log file exceeds the file size you set, the oldest 20 
percent of the log file entries are deleted and new data is appended to 
the file.

Maximum log file size Specify the maximum size for the log file.

 Notes and Tips

Accept the default size (1MB) or set a size from 1MB to 999MB.
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Task tab
Specify the platforms where this on-demand task runs.

Format Select the format of the log file:

Unicode (UTF8)

Unicode (UTF16)

ANSI

 Notes and Tips

Default = Unicode (UTF8).

The format you choose depends on the information you are storing. 

If you are storing western text (every character is one byte), we 
recommend using the ANSI format. 

If you are storing eastern text (every character is one or two bytes), 
or sharing information within a multi-national organization, we 
recommend using one of the Unicode formats.

Session settings Record the properties for each scanning session in the log file.

Session summary Record a summary of the scanner’s actions during each scanning 
session in the log file.

 Notes and Tips

Summary information includes the number of files scanned, the 
number and type of detections, the number of files cleaned or deleted, 
and other information. 

Failure to scan 
encrypted files

Record the name of encrypted files that the scanner failed to scan.

User name Name of the logged on user when the detection occurred.

Option or Button Description

Option or Button Description

Run this task on 
workstations and 
servers

Run this on-demand scan task on both workstations and servers.

Only run this task on 
servers

Run this on-demand scan task on servers.

Only run this task on 
workstations

Run this on-demand scan task on workstations.

User Specify the user’s account name.

 Notes and Tips

If no account information is entered, the task runs under the system 
account.

Password Type the password.

Domain Type the domain.
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Update tasks
Update tasks can be used to perform immediate or scheduled updates of the detection 
definition (DAT) files, the scanning engine, Service Packs, Patches, and the EXTRA.DAT 
file. Create as many update tasks as required.

This section describes:

Creating an update task.

Configuring the update task settings on page 56.

Creating an update task
1 In the console tree under ePolicy Orchestrator, right-click Directory or the desired site, 

group, or computer, then select Schedule Task. 

The Schedule Task dialog box appears.

2 Type a New Task Name.

3 Select ePolicy Orchestrator Agent — Update from the Software/Task Type list.

4 Click OK to create the task.

Figure 3-4  New Update Task
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Configuring the update task settings
Configure and schedule update tasks to meet your needs.

1 On the Tasks tab in the details pane, right-click the update task, then select Edit Task. 

2 Click Settings to display the Task Settings dialog box. 

Figure 3-5  ePolicy Orchestrator — Update Task

Option or Button Description

Inherit Deselect this option to configure the policy.

Show update progress 
dialog

Displays the update progress dialog box on the client computer.

Allow users to 
postpone this update

Gives users the opportunity to delay running this task.

Maximum number of 
postpones allowed

Specify the number of times a user can postpone this task.

Postpone timeout 
interval

Specify the length of time before a task runs that a user can postpone 
the task.

This task updates all 
components

Update all components.

This task updates only 
the following 
components

Update only the selected components.
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Restore from quarantine task
Use the restore task to restore quarantined items.

This section describes:

Creating a restore task.

Configuring the restore task on page 57.

Creating a restore task
1 In the console tree under ePolicy Orchestrator, right-click Directory or the desired site, 

group, or computer, then select Schedule Task. 

2 Type a New Task Name.

3 Select VirusScan Enterprise 8.5 — Restore From Quarantine from the Software/Task Type list.

4 Click OK to create the task.

Configuring the restore task
1 On the Tasks tab in the details pane, right-click the Restore Task, then select Edit Task. 

2 Click Settings to display the Task Settings dialog box.

This section describes:

Restore tab on page 58.

Task tab on page 59.

Figure 3-6  Restore From Quarantine Task
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Restore tab
Specify the name of the quarantined item to restore.

Figure 3-7  Restore Task — Restore tab

Option or Button Description

Inherit Deselect this option to configure the policy.

Detection Name Specify the exact name of the item to restore from the quarantine 
directory.
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Task tab
The restore task runs under the system account by default unless you specify a 
different user name, password, and domain here.

Deployment task
The deployment task deploys the managed product to client computers.

This section describes:

Using the default deployment task.

Configuring the deployment task settings on page 60.

Using the default deployment task
A deployment task is created by default and already exists on the Tasks tab in the details 
pane.

Figure 3-8  Restore Task — Task tab

Option or Button Description

Inherit Deselect this option to configure the policy.

User Type the name of the user which has access to the restore location.

Password Type a password for the specified user.

Domain Type the domain for the specified user.
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Configuring the deployment task settings
You can configure and schedule this task to meet your needs

1 On the Tasks tab in the details pane, right-click the Deployment task, then select Edit 
Task. 

2 Click Settings to display the Task Settings dialog box.

Figure 3-9  Deployment Task

Option or Button Description

Inherit Deselect this option to configure the policy.

Action Select Install or Remove for each item.

 Notes and Tips

This list includes only those products that have been checked 
into the repository.

Language Select the language for the product you are deploying.

  Click to specify a command-line option.

Run this task at every 
policy enforcement 
interval

Deploy the specified products at every policy enforcement interval.
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Scheduling tasks
Schedule a task to run at specific dates and time, or specific intervals.

Settings can be configured for these tabs:

Task tab.

Schedule tab on page 62.

Task tab
Enable the schedule for the selected task.

1 On the Tasks tab in the details pane, right-click the task, then select Edit Task to open 
the ePolicy Orchestrator Scheduler dialog box.

2 Select the Task tab.

Figure 3-10  ePolicy Orchestrator Scheduler — Task tab

Option or Button Description

Inherit Deselect this option to configure the policy.

Enable (scheduled 
task runs at specified 
time)

Schedule the task to run at a specified time.

 Notes and Tips

This option must be selected to schedule the task.

Stop the task if it runs 
for

Stop the task after the number of hours and/or minutes that you 
specify.

 Notes and Tips

If the task is interrupted before it completes, the next time it starts it 
resumes scanning from where it left off.
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Schedule tab
Specify when the task runs.

From the ePolicy Orchestrator Scheduler dialog box, select the Schedule tab.

See the Scheduling section of the VirusScan Enterprise Product Guide for a complete 
description of scheduling options.

Figure 3-11  ePolicy Orchestrator Scheduler — Schedule tab

Option or Button Description

Inherit Deselect this option to configure the policy.

Schedule Task Enables the schedule for this task.

 Notes and Tips

This option must be selected to start the task at the scheduled 
interval.

Start Time Select the start time for the scheduled task.

UTC Time Coordinated Universal Time (UTC). Select this option to run the task 
simultaneously in all time zones.

Local Time Run the task independently in each local time zone.

 Notes and Tips

Default = Local Time.

Enable randomization Run the task at a random point within the interval of time you set. 

If you select this option, also specify the hours and/or minutes for the 
maximum time lapse.

 Notes and Tips

1 Specify a time lapse interval between one minute (minimum) and 
23 hours (maximum). For example, setting the task schedule to 
1:00 and the randomization to three hours, would cause the task to 
run at any time between 1:00 and 4:00.

2 This option is not available when scheduling the task At Startup, At 
Logon, or When Idle.
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4 Reports and Queries
View VirusScan Enterprise detections using ePolicy Orchestrator reports and queries.

This section describes:

Accessing reports and queries on page 64.

Filtering reports on page 65.
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Accessing reports and queries
To access ePolicy Orchestrator reports and queries:

1 From the ePolicy Orchestrator console, expand Reporting.

2 Expand ePO Databases, then select the ePO <server name> and log on with ePO 
Authentication.

3 Expand Reports, then expand Anti-Virus | VirusScan Enterprise to view reports.

4 Expand Queries, then expand VirusScan Enterprise to view queries.

Figure 4-1  Reports and queries
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Filtering reports
In addition to using the anti-virus specific reports, you can configure filters for any of 
the standard anti-virus detection reports to display events specific to unwanted 
programs or to display only virus or Trojan activity. When you run a report, you can set 
a data filter for the report. You can also combine multiple filters to perform a more 
specific search.

Some filter configuration examples follow. Note that some entries are case specific.

Viruses Detected
This report lists all types of malware and unwanted programs detected in your 
environment. You can filter out potentially unwanted programs and view only virus 
related detections. 

This example filters out potentially unwanted programs based on the Event ID. 
Potentially unwanted program detections begin with the number 2.

Filter out potentially unwanted programs:

Filter out everything except potentially unwanted programs:

Add an additional filter on the Detection tab to filter cookies out of the potentially 
unwanted programs:

Cookie is case sensitive.

Number of Infections Detected Monthly Showing Viruses
This filter works by inclusion to search on select threat types.

Filter out everything except Trojan horse detections:

Filter out everything except Trojan horse and worm detections:

Data Filter Tab Condition Term / Variable

Event ID Starting with 2

Note

Use this Event ID to filter potentially unwanted programs out of other 
reports, such as Infection History and Infections Detected Monthly.

Data Filter Tab Condition Term / Variable

Event ID Not starting with 2

Data Filter Tab Condition Term / Variable

Event ID Starting with 2

Detection Not starting with Cookie

Data Filter Tab Condition Term / Variable

Type Equal to Trojan

Data Filter Tab Condition Term / Variable

Type Equal to Trojan

Worm
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Infection History
Filter this report to determine when potentially unwanted program detections occurred 
over time. It begins by displaying Infections by Year, then you can drill down to see other 
time periods such as Year to Date and Quarter to Date.

Filter using the detection type. All detection types for potentially unwanted programs 
start with app_:

You can also remove all filters from the Infection History report to display the relationship 
of potentially unwanted program detections compared to virus detections.

Remove filters:

Top 10 Detected Viruses
This report lists the top ten malware detections in your environment. This information 
allows you to determine if potentially unwanted programs constitute a large 
percentage of your overall detections. You can drill down to see additional details.

Recommended filter configuration:

Data Filter Tab Condition Term / Variable

Detection Starting with app_

Data Filter Tab Condition Term / Variable

None

Data Filter Tab Condition Term / Variable

None
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A Getting More Information
This section describes where to find product and other information:

Product documentation.

Contact information on page 68.

Product documentation
Unless otherwise noted, product documentation comes as Adobe Acrobat .PDF files, 
available on the product CD or from the McAfee download site.

Installation Guide — System requirements and instructions for installing and starting 
the software. 

Product Guide — Introduction to the product and its features; detailed instructions for 
configuring the software; information on deployment, recurring tasks, and operating 
procedures.

Help — High-level and detailed information accessed from the software application: 
Help menu and/or Help button for page-level help. 

Configuration Guide — Procedures for configuring VirusScan Enterprise 8.5i for use 
with ePolicy Orchestrator 3.5 or later management software.

Release Notes — ReadMe. Product information, resolved issues, any known issues, 
and last-minute additions or changes to the product or its documentation. A text file is 
included with the software application and on the product CD.

Quick Reference Card — A handy card with information on basic product features, 
routine tasks that you perform often, and critical tasks that you perform occasionally. A 
printed card accompanies the product CD.

License Agreement — The McAfee License Agreement booklet that includes all of 
the license types you can purchase for your product. The License Agreement presents 
general terms and conditions for use of the licensed product.
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Contact information
Threat Center: McAfee Avert® Labs http://www.mcafee.com/us/threat_center/default.asp 

Avert Labs Threat Library 
http://vil.nai.com 

Avert Labs WebImmune & Submit a Sample (Logon credentials required) 
https://www.webimmune.net/default.asp 

Avert Labs DAT Notification Service 
http://vil.nai.com/vil/signup_DAT_notification.aspx 

Download Site http://www.mcafee.com/us/downloads/ 
Product Upgrades (Valid grant number required) 

Security Updates (DATs, engine)

HotFix and Patch Releases 

For Security Vulnerabilities (Available to the public) 

For Products (ServicePortal account and valid grant number required) 

Product Evaluation 

McAfee Beta Program 

Technical Support http://www.mcafee.com/us/support/ 
KnowledgeBase Search 

http://knowledge.mcafee.com/ 

McAfee Technical Support ServicePortal (Logon credentials required) 
https://mysupport.mcafee.com/eservice_enu/start.swe 

Customer Service
Web 
http://www.mcafee.com/us/support/index.html 
http://www.mcafee.com/us/about/contact/index.html

Phone — US, Canada, and Latin America toll-free: 
+1-888-VIRUS NO or +1-888-847-8766 Monday – Friday, 8 a.m. – 8 p.m., Central Time

Professional Services 
Enterprise: http://www.mcafee.com/us/enterprise/services/index.html 

Small and Medium Business: http://www.mcafee.com/us/smb/services/index.html 
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