DON'T WORRY, WE HAVE
A DISASTER PLAN.




“‘Plans are nothing!

But planning Is
everything!”

mlmﬂ

Gen. Dwight D. Eisenhower
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Historical Perspective
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A Strategic Perspective
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Clear Up Some Confusion
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How Prepared Is the U.S.?
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According to the
Brookings Institute,
15% of the value of
an enterprise resides
In tangible assets,
while 85% rests In
Intangible assets -
the largest part of
those Intangibles
being information.

The Role Of Preparedness
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Forlmmediate Release
Office of the Press Secretany
August 3, 2007

President Bush Signs "Implementing Recommendations of the 911" into Law

Today, | signed into law the "lmplementing Recommendations of the 9511

Commission Act of 2007 " This legislation builds upon the considerable

progress we have made in strengthening our defenses and protecting & uhite House Mews
Armericans since the attacks of September 11, 2001, In the largest

restructuring of our government since Yorld War ll, we created the

Depatment of Homeland Security to better coordinate the protection and

response capabilities of our government. The Director of Mational

Intelligence leads a restructured intelligence community that is better able

to uncover, understand, and counter threats from terrorists. To implerment the recommendations of the 2411
Cormmission, | have issued numerous Executive Orders, Presidential Directives, and Mational Strategies. |
have alzo signed inta law the Intelligence Reform and Terrarism Prevention Act of 2004, the PATRIOT Act, and
other impartant pieces of legislation.

| arm pleased that the legislation | signed today protects
Americans from being unduly prosecuted for reporting activity that |
could lead to acts of terrorism. | also appreciate the steps taken tof
modernize the “isa Warver Program, particularly the additional i
security measures, but | will continue to wark with Congress tao
advance our security and fareign policy objectives by allowing
greater flexibility to bring some of our closest allies into the
pragram. | will also continue to work with Cangress to ensure the
warkahility of the cargo screening provisions in & way that
increases our vigilance on homeland security while ensuring the
continuance of vital commerce. And | appreciate the willingness of
Congress to rermove several provisions that had previously generated concern.

|

There is still other work to be done. | continue to believe that Congress should act on the outstanding 9411
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Two Federal Register Announcements

Noteworthy Dates
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o
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= Dec 24, 2008
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= Oct 16, 2009

= Jun 5, 2010
Letter from Congress

@
=
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= June 15, 2010
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PS-Prep: Twenty Four Titles

TITLE I—HOMELAND SECURITY GRANTS ——

TITLE II—EMERGENCY MANAGEMENT PERFORMANCE GRANTS r——

TITLE IHI—ENSURING COMMUNICATIONS INTEROPERABILITY FOR FIRST RESPONDERS ————

TITLE IV—STRENGTHENING USE OF THE INCIDENT COMMAND SYSTEM Gr———

TITLE V—IMPROVING INTELLIGENCE AND INFORMATION SHARING WITHIN THE FEDERAL
GOVERNMENT AND WITH STATE, LOCAL, AND TRIBAL GOVERNMENTS -<Gre——

TITLE VI—CONGRESSIONAL OVERSIGHT OF INTELLIGENCE

TITLE VII—STRENGTHENING EFFORTS TO PREVENT TERRORIST TRAVEL G ——

TITLE IX—PRIVATE SECTOR PREPAREDNESS

TITLE XI—ENHANCED DEFENSES AGAINST WEAPONS OF MASS DESTRUCTION

TITLE XII—TRANSPORTATION SECURITY PLANNING AND INFORMATION SHARING r————

TITLE XI1I—TRANSPORTATION SECURITY ENHANCEMENTS @ ———

TITLE XIV—PUBLIC TRANSPORTATION SECURITY r——

TITLE XV—SURFACE TRANSPORTATION SECURITY G—

TITLE XVI—AVIATION Ge——

TITLE XVII—MARITIME CARGO G

TITLE XVIII—PREVENTING WEAPONS OF MASS DESTRUCTION PROLIFERATION
AND TERRORISM

TITLE XIX—INTERNATIONAL COOPERATION ON ANTITERRORISM TECHNOLOGIES

TITLE XX—9/11 COMMISSION INTERNATIONAL IMPLEMENTATION

TITLE XXI—ADVANCING DEMOCRATIC VALUES

TITLE XXII—INTEROPERABLE EMERGENCY COMMUNICATIONS

TITLE XXIII—EMERGENCY COMMUNICATIONS MODERNIZATION

TITLE XXIV—MISCELLANEOUS PROVISIONS




What Title IX Calls For

IZ = Selection of one or more Business Resiliency Standards
= NFPA 1600 is specifically cited
= Flexibility for industry-specific standards
= Mention is made that consideration should be given to the needs of SMBs

IZ = A credentialing agency will be named
= 210 Day guideline (2008)

M = This agency in turn, will credential Service Providers (CB/RS)
= Conflict of Interest guidelines mentioned

= Business passing the audit will be posted on a special ANAB site
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What Title IX Does Not Call For

= Mandatory audits — No! They are voluntary, but there is market pressure!

= Audit by “Certified” Service Provider. Watch out - anyone can offer to
do them, but ANAB will not recognize them

= Imply that a business will receive a benefit for this action
= Insurers are being asked to factor the audit into risk determinations
= Rating agencies are planning to sell a new form of “credit” information
= Executives are being told that an audit might be an “affirmative defense”
= Lawyers are mixed in their reaction and warn that it might increase exposure
= Internal auditor are concerned about the cost and increased complexity
= Business resiliency professionals are hopeful this will lend them support

= There Is Federal funding for these efforts. No! An unfunded mandate
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Gaining Momentum (Finally)

m ANAB holds meeting with interested Certification Bodies
(American National Standards Institute/American Society for Quality - ANSI/ASQ)
ANSI National Accreditation Board => ANAB

= ANAB solicits information on training program
= ANAB begins accepting applications - Oct. 2010?27
m [raining and audits begin - CY - Q4/ 2010

= Will gain market attention and acceptance - FY — Q1/ 2011
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Who Sets Standards?
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International Standards

International

Iso Organization for

Standardization

Products Standards development Mews and media

Home

Standards development

FProcesses and procedures
Technical committess

Maintenance agencies and
registration authorities

Standards under
development

Goernance of technical
WOk

[T tools
Supporting semices
Contacts for developers

International Standards for Business, Gavernment and Society

| Search ¥

Abort 1S0

Faor 152 Members -

FAQS = Fr e e300

Standards development print &

In this section you can find out more about the standards development processes and
procedures to bhe followed by 150 committees for the development and drafling (and
subsequent maintenance) of International Standards and other |50 deliverables.

You can also find the list of all 150 technical committees with links to their respective
warking areas on the [S0OTC server. Detailed infarmation aboot the structure, scope of
weark, paricipation, etc., of each committee is accessible from this list.

Governance of the technical work explains the principles and rules applicahle to the
standards development process and gives details ahout intellectual property rights in
standards.

The zection also gives access to the various tools and related suppording services
availahle to facilitate the work of standards developers.,

Related information

List of 130 technical committees
IEQNET directives

IS0 catalogue

Wy IS0 jok (POF, 1500 kB
Joining in Paricipating in
International Standardization (FDOF,
GE0 kB

How ISCVIEC Guides add value to
international standards (FOF, 515
kB

ISOEC gquides (FOF, 142 kB

IT applications

[SO0TC semer

Global directony

Submission interface
Balloting portal

Project portal

B semer

Training in IT applications
Event notifications

Guides to [S0's [T applications
IS0 eSemices Lpdate




How It Works

P € Accreditation Bodies:
Peer Review

International’Group of —
ACCcreditation BOdIES

S o

International Accreditation Forum (IAF)
Multilateral Recognition Agreement (MRA)

Ceriifiec Body/Ragisirar

An independent, commercial firm that
hires qualified auditors, markets to
_ ! clients, and conducts the audit, then
End Clients I!— ongoing surveillance and issues the

e certification documents
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Home

About

News

CBs

Accreditation Rules
Heads Up
MCAA

Contact

Links

Site Map
Directory
Complaints
Public Ballots
Appeals
Applications
EQM Database
Preparedness
Certification Totals

I The ANSI-ASQ MNational Accreditation Board provides accreditation services under the ACLASS and ANAB brands, I

Under the ACLASS brand, the organization accredits ISO/IEC 17025 testing and calibration laboratories, ISO/IEC 17020 inspection bodies, and 150 Guide 34
reference material producers,

Under the ANAR brand, the organization is the U5, acereditation body for management systems and accredits certification bodies for:

® [50 9001 guality management systems (QMS)

# 150 14001 environmental management systems (EMS)

® [S0/IEC 27001 information security management systems (ISMS)

® [50 22000 food safety management systems (FSMS)

& ANSISATHA 210, C54 21000, and BS OHSAS 183001 occupational health and safety management systems [OHSMS)
® [50 28000 supply chain security management systems (SC5MS)

® [S0/IEC 20000-1 information technology service managerment systems (ITSMS)
® Recyeling Industry Operating Standard (RIOS)

® g-Stewards Standard

* Responsible Recycling

® Numerous industry-specific reguirements

The ANSI-450 National Accreditation Board is a member of the International Laboratory Accreditation Cooperation (ILAC) and the International Accreditation
Forumn (I&4F), and is a signatory of the ILAC and 1AF multlateral recognition arrangerments, Through these arrangements, the ANSI-A50 Mational Accreditation
Board cooperates with other accreditation bodies around the world to provide value to the arganization it has aceredited and their dients, ensuring that
accredited certificates are recognized nationally and internationally, The global conformity assessment systemn ensures confidence and reduces risk for
customers engaging in trade worldwide,

Notice: QSI Accreditation Withdrawn

51 Auditing and Certification Services, LLC, is no longer accredited by ANAB, Any ANAB-accredited certificates issued by Q51 are no longer valid, For more
information, please send e-mail to anab@anab.org or call 414-347-9858, ext, 7827,

Court Rules in Favor of ANAB

The U, 5. District Court of Massachusetts has ruled in ANAR's favor in a summary judarment against American Global Standards (AGS), The court found that
4GS had used the accreditation mark of the ANSI-RAR Mational Accreditation Program (&MNSI-RAR MAP, the predecessor of ANAR) without permission to
deceive customers into believing that 4GS was still accredited by ANAB (the ANSI-RAR NAP),




Scope Of Expertise
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Don’t confuse Standards with Methodologies
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DHS Selected Standards

BS 25999: 2007 SPC1:2009 NFPA1600: 2007 (2010)
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Crosswalks

Framcwork For Voluntary Prcparcdnces

Repert Prepared For 1
Paula ). Olsiewski, Ph.D., Program Director A [3 fj e n CI I x C

Alfred P. Sloan Foundation

Framework for
Voluntary Preparedness

” - e
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[ 4 - = .
ul -
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= o oS .
By represenfatives of -
ASIS International (ASIS) o
Disaster Recovery Institute [nternational (DRII) - cs = - — -
Mafional Fire Profection Asso n (NFPA) o e oo 12338 ‘ 2 e ppo ool pfonas oo
Risk and Insurance Management Sociefy, Inc. o ot ey o 43 Rk cmesoner | arsasmreons 3 e
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Reference Material

The Sloan Report:

http://www.sloan.org/assets/files/olsiewski/frameworkforvoluntaryprepared
nessfinalreport.pdf

Audit Procedures (ISO 19011):
http://staratel.com/iso/ISO19011/Doc/ISO190112002/ISO19011 eng.pdf

NFPA 1600:
http://www.nfpa.org/assets/files/pdf/nfpal600.pdf

SPC.1:

http://www.asisonline.orq/

BS 25999:

http://www.bsiamerica.com/en-us/Assessment-and-
Certification-services/Management-systems/Standards-and-
schemes/BS-25999/

H

NORT
=R

Copyright 2008 — All Rights Reserved


http://www.sloan.org/assets/files/olsiewski/frameworkforvoluntarypreparednessfinalreport.pdf
http://www.sloan.org/assets/files/olsiewski/frameworkforvoluntarypreparednessfinalreport.pdf
http://staratel.com/iso/ISO19011/Doc/ISO190112002/ISO19011_eng.pdf
http://www.nfpa.org/assets/files/pdf/nfpa1600.pdf
http://www.asisonline.org/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/
http://www.bsiamerica.com/en-us/Assessment-and-Certification-services/Management-systems/Standards-and-schemes/BS-25999/

A Simple Comparison

Key Issue

NFPA 1600: 2007

BS 25999 Pt 2

SPC 1: 2009

Major Focus

National Standard

International
Perspective

ISO Alignment
Supporting
Methodology

Unique Elements

Certification Available

Emergency Management
and Tactical Activities

Yes — ANSI Standard (U.S.)
Viewed as an American
Standard

Popular, primarily in North
America

No — Element-based Model.
Does not use a Management
System

DRI International: 10
Professional Practices

Safety Act Approved
Addresses NIMS and ICS
Models for Emergency
Planning

No

Business Continuity and
Operations

Yes — BSI Standard (U.K.),
viewed as an
International Standard

Popular outside the US.
Good penetration in
Asia/Pacific

Yes — Process Model. Uses
a Management System
(PDCA).

Business Continuity
Institute Professional
Practices

Introduces concept of
MTPOD and drops RPO
metric

Yes, through UKAS
accredited CBRs

Organizational Resiliency and
Operations

Yes — ANSI Standard (U.S.)
Unknown. Too new for
Opinions

Very new standard. Little
market penetration

Yes — Process Model Uses a
Management System (PDCA).

No specific methodology
alignment

Safety Act Approved
Contemplates 1%t and 2™
party reviews. Some Chain of
Custody issues

\[e}
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Short Hand Version

m NFPA 1600: 20XX — Focus IS on emergency
management and crisis control

m BS 25999 — Focus Is on business continuity
m SPC.1 — Focus Is on Operational Preparedness

And there are more coming!
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Missing Elements

m No single standard addresses all the issues In a
unified, holistic way

Security Issues (Physical and Cyber)

Emergency Management and ICS

Facility Security

Human Resources

Business Continuity Planning

Environmental Issues

Logistics Management

Governance (well some at least)

Spoliation and Chain of Custody

DHS/FEMA even put out their own “wish list.”
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What About Smaller Firms?

m Special consideration are under discussion for
SIUEUEIRTTIS

m Concept of 1t, 2", and 3" Party Certifications

m 15t Party is a self-assessment

m 2" Party is a review by someone with a vested interest in
the firm under review. Example, a business partner

s 39 Party goes back to the CB/R. An accredited
organization by ANAB or another national body (example:
UKAS or JAB)
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6 Executive Topics
m Governance
m Risk Management
m Compliance
m Liability
= Valuation

m Supply/Demand Chains
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Compliance

+«—— EPA
<«— OSHA

<+«—— Maritime Law

<+«— Zoning Regulations

<«—— Privacy Rules

<«—— State Regulations

<+«— Pending Changes
E.G., Healthcare

Dbyrne@NorthRiverSolutions.com
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http://www.speedysigns.com/decals/graphic_colordecal_5497.htm

J

‘Pop Quiz’

Who will decide if...

... you have a quality business continuity plan?

... you trained your fellow employees adequately?
... you met the “standard of care?”

... you have any ?

A. The Shareholders?

B. The Board of Directors?

C. The Regulators?

Dbyrne@NorthRiverSolutions.com



Are your procedures adequate?

m Legally, we don’'t know!

ter

m \WWhen there Is doubt, courts may.
turn to acknowledged standards
and best practices

DTS
POTS

m [his IS one reason why you
should be aware on current and
emerging standards

@
— |
=
@
_u,_
TR

m [he courts can make some
strange determinations!
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6! Issue - Business Chains

o customer
o O

\\ \ ‘\3;' '/
supplier » M " 4
4 \\__,& /\ logistics
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Don’s Definition

It’s the shock absorber in your business plan!
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Resiliency: Said Another Definition

If a disruptions occurs and It Is transparent to your clients
~and other stakeholders!

!,”..uw:‘ ma Ry
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Basis Of Management Systems

:‘J—ﬁ? ' D "
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8 Elements Of Management Systems

m  Management Support and Responsibilities
m A Clear Organizational Structure

m Assigned Roles and Responsibilities

m Documented Procedures

m Structured Processes

m Allocated Resources

m [ocus on Customer Satisfaction

m Continuous Improvement
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Back to PS Prep

SLIMMARIZE means o r Etﬂl the major

ideas or events ina text in yoir ovwn
words. Itiz rmowh shorter than the

Dlig_'illﬂ].

Dbyrne@NorthRiverSolutions.com 37 Copyright 2008 — All Rights Reserved



Donald Byrne: dbyrne @NorthRiverSolutions.com !

603.265.0000 ’
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